
Information Classification: General

Connected Services and User Experience 
in Premium Vehicles

Hrishikesh Mandyam

Chief Engineer

Skyships Automotive Limited



Information Classification: General

Agenda

2

Agenda Introduction Interior 
Technologies

Connected 
Services Platforms

The way ahead Q&A



Information Classification: General

Introduction

• Design Engineer – Alstom Power and Transport (2006-08)

• Master of Science in Automotive Engineering – Coventry University (2008-09)

• IMechE Young Members’ Panel Coventry

• Engineer – Skyships Automotive Ltd. (2009 - Current)

• IMechE Automotive Division Essex
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Skyships Automotive: Automotive Customers and Project Launches

SOP Q4 2019 SOP Q1 2020 SOP Q1 2020 SOP Q3 2021
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Design & Development: Hardware Design, Software Development, HMI, Vehicle Integration
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Apple CarPlay
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Android Auto
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Smartphone App Interface
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Device Maker 
(Skyships)
Manufacture Device

Assign unique per-
device X.509 certificate

Provision device to 
Device Registry

Activate cert and 
validate first connection 

Vehicle OEM

Manufacture vehicle

Assign unique per-car 
VIN

Install provisioned 
device to vehicle

Ship provisioned Device 
to OEM

End user

Create User Account

Bulk Register VIN

Generate Device Cert

Skyships Connected Car Platform Overview

Skyships Connected 
Services Environment

DeviceID DB VIN DB User DB
Vehicle Registration

Perform Just-in-Time 
Certificate

Link OwnerID to Vehicle ID

AWS API Gateway
RESTful

AWS IAM (Cognito)

AWS Root CA

Bulk Register 
DeviceID

App/Web Dev

Define UserName

Use RESTful API

Provide notification 
token for phone

Network 
Operator

Provide physical SIM / 
UICC

SMS API
Passwordless login with 

MagicLink

Maintain vehicle shadow

Pair vehicle with phone
Provide Internet 

connection

AWS IoT Core

AWS Lambda
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High-level Architectural Overview

Device Shadow
(Virtual Car)

Secure IoT Server

ConnectedCarSDK

Gateway API

Notification Service

Etc.

Data Collection

Current Status

Vehicle DTCs

Track telemetry

Etc.

Data Analysis

BI Solution

DTC Detection and Analysis

OTA Software Update

Anomaly Detection

Track Infographic

Etc.

OEM Portals
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Dealership
Engineering

Etc.

Customer
Mobile App
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Vehicle + Modem

B2C AzureAD
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AWS
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Scalable and flexible instance per OEM

OEM Cloud

OEM 

32



Information Classification: General

Dashboard for OEM Data Engineers – Vehicle Information

Illustration only
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Dashboard for OEM Data Engineers – MNO Information

On board SIM External Sim/Data Connection

Security and Services Information and Value Added Services

Driving Data Google Earth

Vehicle Status Street View

Area Alert Charging Stations

Speed Alert POI Management

Horn, Turn Signals, Doors and lights News

Aircon Online Map Update

Charging Online Traffic

Aux Heater Online POI Search

Parking Position Online Route Import/Send to Car

Service Scheduling Online Destination Import

Departure time Charge Planning Weather

Illustration only



Information Classification: General
Image Courtesy: TomTom/EB/Here

35

‘Seeing’ What’s Ahead
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• V2X – On the race track

• Track pack and datalogging

• Charge point finder / Journey planner

• Vehicle switching / subscription service

• Third party integration:
• Airport Parking

• Concierge Service

• Valet Service

• Parcel Delivery

• Value Added features in Navigation/Mapping

• (Voice Control)
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Connected Services Use Cases in Premium Vehicles
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Competitive Landscape Driven by Connectivity

Others…

Consumer today Consumer c.2030

Illustration only
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• Premium vehicles provide an opportunity for OEMs to integrate services and offer enhanced comfort features to their customers

• User interfaces and technologies such as V2X that are part of the safety path call for standardisation 

• Interaction with vehicles in more ways with internal user facing sensors will continue

• Safer, more efficient, more convenient = More electronics, software, integration and complexity

• The tech giants have more data about users than any single OEM which gives them a considerable advantage

• Vehicle ownership paradigms will continue to see a shift in urban populations

• On-demand services will further combine personal and public transportation with customer at the centre

• We will spend a lot of time in multiple modes of transport perhaps but it is unlikely we will be driving them…
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Takeaways

Ways Ahead
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Q & A

We’re hiring.
Get in touch!

Hrishikesh (Rishi) Mandyam
hrishi@skyships.co.uk

mailto:hrishi@skyships.co.uk
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Call for Integration

Image Courtesy: McKinsey and Company
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Call for Standardisation



Information Classification: General

43

Image Courtesy: Ericsson

Connected Car - General Use Cases


