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Autonomous Car Security: A Global 
Landscape

Statistical information on Countries Investments

Opportunities and Risks 

Attack landscape



Information Classification: General

Autonomous Car 
Security: A Global 
Landscape
Definitions, Statistics and Current 
State of Art
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What is AI Vs Machine Learning Vs Deep Learning?
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Source: The Independent

• English Oxford Living Dictionary : " “The theory 
and development of computer systems able to 
perform tasks normally requiring human 
intelligence, such as visual perception, speech 
recognition, decision-making, and translation 
between languages.”.”

• Merriam-Webster : ”A branch of computer 
science dealing with the simulation of intelligent
behavior in computers. The capability of a 
machine to imitate intelligent human behavior."

https://www.independent.co.uk/news/obituaries/john-mccarthy-computer-scientist-known-as-the-father-of-ai-6255307.html
https://www.merriam-webster.com/dictionary/artificial%20intelligence
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Source: researchgate.net
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What is AI Vs Machine Learning Vs Deep Learning?

6Source: Edureka

https://www.edureka.co/blog/ai-vs-machine-learning-vs-deep-learning/
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Smart Societies: 
Numerical Outlook
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Expected Growth 
on Number of 

Cities

Expected Number of Connected 
Devices by 2020: 50 billion Devices

Number of Cities in the 
world:4416→11M/city
Number of Countries: 195 →
257M/Country
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Opportunities and 
Challenges
Autonomous Car Security
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The Holistic Framework

Mobility Agriculture/ 
Food Security 

Critical 
Infrastructure

Health Care Water and 
Climate 

Management 

Education

• Stakeholders and Players : ( Private, Public, Education, Industry, Government)
• Cyber Resilience: ( Security and Privacy)
• Policies, Standards and Regulations

• Measurable Models 
• Data Management and Utilization

• Governance  (Services, Happiness, Ethical Development, Social Development)
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Failure and Risks
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Failure and Risks
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Connected Cars Threats
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Adversarial Learning: 
A Deep Learning Approach for Self-Driving

1. Build an object detector that is able to: 

• Efficiency

• Detect different objects found in autonomous driving-car environment (cars, pedestrians, traffic 
lights etc.) 

• Scalability: build both small and large scale models in multiple orientations.

2. Build a generator that can attack the object detector that will: 

• Attack: Creating adversarial examples to fool the deep learning-based system 

• Defend: Improve the object detector to be able to withstand different types of adversarial attacks.
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Detection Procedure



Information Classification: General



Information Classification: General



Information Classification: General



Information Classification: General



Information Classification: General



Information Classification: General



Information Classification: General



Information Classification: General



Information Classification: General



Information Classification: GeneralD. Zahaleanu(daz261@nyu.edu), H. Al Khzaimi(ha59@nyu.edu)                                              Autonomous Car Security                GITEX 2018   33

Taxonomy of Attacks

● White box testing
● DD Attacks
● Robust Physical Attack
● etc

● Black box testing
● Evolutionary Algorithms
● Pixels Variations
● etc
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Udacity 



Information Classification: General

Training Mode

Autonomous Mode
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Black-Box Attacks

● In black-box attacks, the adversary doesn’t have any knowledge about the model, except
for the the labels

● The goal is to produce a minimal perturbation to input X, sufficient to determine the DNN
to misclassify it, but imperceptible enough for the human eye
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Regular Pixel Attack

Source: Monteiro, J. et al. 2
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Two variations of the attack 

● Attack on the steering angle 
● Attack on the distance between two images 
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Attack Scheme
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Attack on the steering angle prediction
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Attack on the distance between two images
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Normalization

● Account for the change in the number of pixels while minimizing the change in pixels
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Future Work 

● Normalize variables Steering angle, Speeding angel, Speed, and Orientation of Angel  

● Improve the attack by tampering with the classifier and the decision making model

● Tampering with the mapping and routing algorithms



Information Classification: General

Acknowledgement 

● The hard work of our autonomous cars research space

● Daria Zahaleanu

● Fathuur Fahmi Said 

● Mohamed Munaib Afzal

● Fahad Ahmad

● Mohamed Osama Khan



Hoda A.Alkhzaimi

+971504330432

Hoda.Alkhzaimi@nyu.edu

www.nyuad.nyu.edu/ccs-ad


